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128 TECHNOLOGY

Introduction

Currently 128 Technology makes available to its customers 2 ISOs for each software release:

1. One Touch ISO (OTP) ISO. This ISO sets up DHCP on all interfaces and boots a Web
Server GUI into which a URL generated by a conductor can be pasted (the one touch) in
order to bootstrap router-to-conductor connectivity and the subsequent installation and
configuration of the router by the conductor.

2. Interactive ISO. Installing from this ISO is done via a serial console or VGA. An
interactive session is started which allows network interfaces, passwords, node name and
type, conductor IP (if applicable) before the 128T software is started.

Downloading the ISOs.

128 Technology ISOs are available to anyone with an activated download client certificate from
our public yum servers located at:

https://yum.128technology.com/isos

Your download client certificate should have been provided to you via email and installed on
your 128 Technology routers in order for them to download software updates from our yum
servers.

Downloading from the command line

In some ways this method is the simplest, and should work for Linux, Maclntosh, and possibly
Windows 10 with its Subsystem for Linux:

localhost> curl --cert 128T-0000XXX.pem
https://yum.l128technology.com/is0os/128T-<VERSION>.ecl’/.centos.x86 64.1
S0 -0 128T-<VERSION>.el7.centos.x86 64.iso

Where <VERSION> is replaced with the 128T version you are interested in.

The example below shows downloading 128T-4.1.8-1, the latest version generally available

at the time this document was written. You’ll probably want to download a different version.

localhost> curl --cert 128T-0000XXX.pem
https://yum.128technology.com/isos/128T-4.1.8-1.el7.centos.x86 64.is0
-0 128T-4.1.8-1.el7.centos.x86 64.iso
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Listing Available ISOs from the Command Line:

To see what ISOs are available for download, one can type the command below. Egrep is used

to filter the results to 4.1..

localhost> curl --cert 128T-0000XXX.pem
https://yum.1l28technology.com/isos/ | egrep '4\.1'

(o)

% Total % Received % Xferd Average Speed Time
Time Current
Dload Upload Total
Left Speed
100 6758 100 6758 0 0 29136 0 —-—:——:—-
-—:--:-- 29255

Time

Spent

<tr><td valign="top"><img src="/icons/unknown.gif" alt="|[

]"></td><td><a

href="128T-4.1.5-3.el7.centos.x86 64.is0">128T-4.1.5-3.el7.centos.x86
_64.iso</a></td><td align="right">2019-12-09 19:05 </td><td

align="right">1.2G</td></tr>

<tr><td valign="top"><img src="/icons/unknown.gif" alt="][

1"></td><td><a

href="128T-4.1.6-1.el7.centos.x86 64.is0">128T-4.1.6-1.el7.centos.x86
_64.iso</a></td><td align="right">2019-12-09 19:10 </td><td

align="right">1.2G</td></tr>

<tr><td valign="top"><img src="/icons/unknown.gif" alt="|[

]"></td><td><a

href="128T-4.1.7-1.el7.centos.x86 64.is0">128T-4.1.7-1.el7.centos.x86
_64.iso</a></td><td align="right">2020-01-08 23:14 </td><td

align="right">1.2G</td></tr>

<tr><td valign="top"><img src="/icons/unknown.gif" alt="][

1"></td><td><a

href="128T-4.1.8-1.el7.centos.x86 64.is0">128T-4.1.8-1.el7.centos.x86
_64.iso</a></td><td align="right">2020-03-02 22:14 </td><td

align="right">1.2G</td></tr>

Downloading using a web browser.

In order for the yum download client certificate to be imported into a browser, it must first be

transformed into the PFX format, using openssl from a Linux, Macintosh, or Windows 10

Subsystem for Linux shell.



With your client certificate (i.e. 128T-0000XXX.pem) in the current directory, run the following
command:

openssl pkcsl2 -inkey 128T-0000XXX.pem —-in 128T-0000XXX.pem -export
-out 128T-0000XXX.pfx

If you are unable to run this command for whatever reason, and would like assistance with this
process please reach out to your sales representative.

With the yum download client certificate transformed, you can now import it to your browser.
Once imported to your browser, the client certificate will allow you to browse and download from
the folder located at https://yum.128technology.com/isos:

&« c & yum.128technology.com/isos/

Index of /isos/accounts/.

MName Last modified Size

@ 128T-4.1.0-1.el7x86 64.is0 2019-11-14 18:58 28
@ Other-1.1.1-1.e17.x86 64.iso 2019-11-14 18:58 29
sha2S6sum.txt 2019-11-14 19:01 189

Importing PFX file to Firefox

Select Preferences from the menu at the upper right hand corner
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@ Download a fresh copy of Firefox )
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£} New Window 3N
©2 MNew Private Window {r38P
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Select Privacy and Security:



Lt General General

Q Home Startup

/| Restore previous session
Q Search

| Warn you when quitting the browser

@ Privacy & Security Always check if Firefox is your default browser

S Sync L Firefox is currently your default browser

Tl

Select View Certificates:

Certificates

When a server reguests your personal certificate

Select one automatically
® Ask you every time

— Query OCSP responder servers to confirm the current validity of View Certificates...

- certificates
# Extensions & Themes Security Devices...

@ Firefox Support

Click the “Your Certificates’ TAB:



Certificate Manager X
Your Certificates People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name | Security Device | Serial Number | Expires On |IEF'v
View... Backup... Backup All... Import... Delete..,
oK
A
And then click the Import button:
Favorites Name Size Kind Date Added
% Recents B loop_t2.pex 11.7 MB Document Yesterday at 4:39 PM |
< iCloud Drive - N T TP L
7% Applications _ 128T-0000146.pfx 4KB person..nge file  Oct 21, 2019 at 6:53 PM

Click [OPEN] to select the PFX form of the certificate, and a password prompt will be displayed:



Password Required

Please enter the password that was used to encrypt this
certificate backup:

| |

No password is necessary to import the certificate, so just click OK:

Certificate Manager
Your Certificates People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name | Security Device | Serial Number | ExpiresOn |®

~ 128 Technology
Software Enginee... Software Security Device  00:D5:06:EB:4B:C4... January 27, ...

View... Backup... Backup All... Import... Delete...

OK




Importing PFX File to Chrome

TBD

Importing PFX File to Safari

TBD



