SRX 650 – TWO ISP links

    services {

        ftp;

        ssh;

        telnet;

        xnm-clear-text;

        web-management {

            management-url admin;

            http {

                interface [ ge-0/0/2.0 ge-0/0/3.0 vlan.823 ge-0/0/0.0 ];

            }

            https {

                system-generated-certificate;

                interface ge-0/0/2.0;

            }

        }

         syslog {

        user * {

            any emergency;

        }

        host 122.100.122.10 {

            any any;

            match RT_FLOW_SESSION;

        }

        file messages {

            any critical;

            authorization info;

        }

        file interactive-commands {

            interactive-commands error;

        }

        file traffic-log {

            any any;

            match RT_FLOW_SESSION;

        }

        file policy_session {

            user info;

            match RT_FLOW;

            archive size 1000k world-readable;

            structured-data;

        }

    }

    max-configurations-on-flash 5;

    max-configuration-rollbacks 5;

    license {

        autoupdate {

            url https://ae1.juniper.net/junos/key_retrieval;

        }

    }

    ntp {

        server 149.20.68.16;

    }

}

interfaces {

    ge-0/0/0 {

        unit 0 {

            description ISP1;

            family inet {

                filter {

                    input DOWNLOAD-LIMIT;

                    output UPLOAD-LIMIT;

                }

                address 89.114.33.122/30;

                address 122.100.122.249/30;

            }

        }

    }

    ge-0/0/1 {

        gigether-options {

            auto-negotiation;

        }

    }

    ge-0/0/2 {

        unit 0 {

            family inet {

                address 192.168.98.135/24;

            }

        }

    }

    ge-0/0/3 {

        unit 0 {

            family inet {

                filter {

                    input filter-based-forwarding;

                }

                address 192.168.3.1/24;

            }

        }

    }

    ge-2/0/1 {

        unit 0 {

            description "Company Servers";

            family inet {

                address 122.100.122.1/28;

            }

        }

    }

    ge-2/0/8 {

        unit 0 {

            description WirelessFLEXTRUNK;

            family ethernet-switching {

                port-mode trunk;

                vlan {

                    members [ WirelessNetwork FLEX ];

                }

            }

        }

    }

    ge-2/0/9 {

        unit 0 {

            description CABLEnetCMTS;

            family ethernet-switching {

                port-mode access;

                vlan {

                    members CABLEnetCMTS;

                }

            }

        }

    }

    ge-2/0/10 {

        unit 0 {

            description CABLEnetCMTS;

            family ethernet-switching {

                port-mode access;

                vlan {

                    members CABLEnetCMTS;

                }

            }

        }

    }

    ge-2/0/22 {

        unit 0 {

            description ISP2;

            family ethernet-switching {

                port-mode trunk;

                vlan {

                    members [ ISP2NET FLEX ];

                }

            }

        }

    }

    ge-2/0/23 {

        unit 0 {

            description CABLEnetCMTS;

            family ethernet-switching {

                port-mode access;

                vlan {

                    members CABLEnetCMTS;

                }

            }

        }

    }

    vlan {

        unit 823 {

            family inet {

                filter {

                    input riISP2;

                }

                address 193.91.231.98/30;

            }

        }

        unit 824 {

            family inet {

                filter {

                    input FBFwirelles;

                }

                address 10.0.0.1/24;

            }

        }

        unit 825 {

            family inet {

                filter {

                    input CMTStoISP2;

                }

                address 30.0.0.1/29;

            }

        }

    }

}

routing-options {

    interface-routes {

        rib-group inet FBF;

    }

    static {

        route 10.10.10.0/24 next-hop 10.0.0.11;

        route 10.10.22.0/24 next-hop 10.0.0.22;

        route 0.0.0.0/0 next-hop 89.114.33.121;

……………………………..

    }

    rib-groups {

        FBF {

            import-rib [ inet.0 ISP2.inet.0 ];

        }

    }

}

 flow {

        traceoptions {

            file flowtrace files 5;

            flag basic-datapath;

            packet-filter p1 {

                protocol icmp;

                destination-prefix 193.91.231.98/32;

            }

            packet-filter p2 {

                protocol icmp;

                source-prefix 193.91.231.98/32;

            }

        }

    }

    screen {

        ids-option untrust-screen {

            icmp {

                ping-death;

            }

            ip {

                source-route-option;

                tear-drop;

            }

            tcp {

                syn-flood {

                    alarm-threshold 1024;

                    attack-threshold 200;

                    source-threshold 1024;

                    destination-threshold 2048;

                    timeout 20;

                }

                land;

            }

        }

    }

    nat {

        source {

            pool PublicCMTS {

                address {

                    122.100.122.249/32;

                }

            }

            rule-set TrustSNAT {

                from zone trust;

                to zone ISP2;

                rule TrustSNAT {

                    match {

                        source-address 192.168.3.0/24;

                        destination-address 0.0.0.0/0;

                    }

                    then {

                        source-nat {

                            interface;

                        }

                    }

                }

            }

            rule-set wirelessTOISP2 {

                from zone WIRELESS;

                to interface vlan.823;

                rule SourceNATwireless {

                    match {

                        source-address 10.0.0.0/24;

                        destination-address 0.0.0.0/0;

                    }

                    then {

                        source-nat {

                            interface;

                        }

                    }

                }

            }

            rule-set CABLE_NAT {

                from zone CABLENET;

                to zone ISP1;

                rule noNAT {

                    match {

                        source-address [ 10.3.2.0/24 10.3.4.0/24 10.3.6.0/24 10.3.8.0/24 10.3.10.0/24 10.3.12.0/24 10.3.14.0/24 ];

                        destination-address 0.0.0.0/0;

                    }

                    then {

                        source-nat {

                            off;

                        }

                    }

                }

                rule CMTSnat {

                    match {

                        source-address [ 30.0.0.3/32 10.3.0.0/16 ];

                        destination-address 0.0.0.0/0;

                    }

                    then {

                        source-nat {

                            pool {

                                PublicCMTS;

                            }

                        }

                    }

                }

            }

            rule-set CMTStoSATnat {

                from zone CABLENET;

                to interface vlan.823;

                rule SATnat {

                    match {

                        source-address [ 10.3.2.0/24 10.3.4.0/24 10.3.6.0/24 10.3.8.0/24 10.3.10.0/24 10.3.12.0/24 10.3.14.0/24 ];

                        destination-address 0.0.0.0/0;

                    }

                    then {

                        source-nat {

                            interface;

                        }

                    }

                }

            }

        }

    }

    policies {

        from-zone trust to-zone untrust {

            policy trust-to-untrust {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone trust to-zone trust {

            policy trust-to-trust {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone CABLENET to-zone ISP1 {

            policy cablenetTOISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                    log {

                        session-init;

                        session-close;

                    }

                }

            }

        }

        from-zone CABLENET to-zone LAN {

            policy cablenetTOlan {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone CABLENET to-zone ISP2 {

            policy cablenetTOISP2 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone CABLENET to-zone PUBLICISP1 {

            policy cablenetTOpublicISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone CABLENET to-zone WIRELESS {

            policy cablenetTOwireless {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone PUBLICISP1 to-zone PUBLICISP1 {

            policy publicISP1TOpublicISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP1 to-zone CABLENET {

            policy ISP1TOcablenet {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP1 to-zone LAN {

            policy ISP1TOlan {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP1 to-zone ISP2 {

            policy ISP1TOISP2 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP1 to-zone PUBLICISP1 {

            policy ISP1TOpublicISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP1 to-zone WIRELESS {

            policy ISP1TOwireless {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone LAN to-zone CABLENET {

            policy lanTOcablenet {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone LAN to-zone ISP1 {

            policy lanTOISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone LAN to-zone ISP2 {

            policy lanTOISP2 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone LAN to-zone PUBLICISP1 {

            policy lanTOpublicISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone LAN to-zone WIRELESS {

            policy lanTOwireless {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP2 to-zone CABLENET {

            policy ISP2TOcablenet {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP2 to-zone ISP1 {

            policy ISP2TOISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP2 to-zone LAN {

            policy ISP2TOlan {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP2 to-zone PUBLICISP1 {

            policy ISP2TOpublicISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP2 to-zone WIRELESS {

            policy ISP2TOwireless {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone PUBLICISP1 to-zone CABLENET {

            policy publicISP1TOcablenet {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone PUBLICISP1 to-zone ISP1 {

            policy publicISP1TOISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                    log {

                        session-init;

                        session-close;

                    }

                }

            }

        }

        from-zone PUBLICISP1 to-zone LAN {

            policy publicISP1TOlan {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone PUBLICISP1 to-zone ISP2 {

            policy publicISP1TOISP2 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone PUBLICISP1 to-zone WIRELESS {

            policy publicISP1TOwireless {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone WIRELESS to-zone CABLENET {

            policy wirelessTOcablenet {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone WIRELESS to-zone ISP1 {

            policy wirelessTOISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone WIRELESS to-zone LAN {

            policy wirelessTOlan {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone WIRELESS to-zone ISP2 {

            policy wirelessTOISP2 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                    log {

                        session-init;

                        session-close;

                    }

                }

            }

        }

        from-zone WIRELESS to-zone PUBLICISP1 {

            policy wirelessTOpublicISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone trust to-zone ISP2 {

            policy TrustTOSattarkt {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone LAN to-zone trust {

            policy LanToTrust {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone ISP2 to-zone ISP2 {

            policy STtoST {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone trust to-zone WIRELESS {

            policy trustTOwireless {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone WIRELESS to-zone trust {

            policy wirelessTOtrust {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone trust to-zone PUBLICISP1 {

            policy trustTOpublicISP1 {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

        from-zone PUBLICISP1 to-zone trust {

            policy PublicISP1TOtrust {

                match {

                    source-address any;

                    destination-address any;

                    application any;

                }

                then {

                    permit;

                }

            }

        }

    }

    zones {

        security-zone trust {

            host-inbound-traffic {

                system-services {

                    all;

                }

                protocols {

                    all;

                }

            }

            interfaces {

                ge-0/0/3.0;

            }

        }

        security-zone untrust {

            screen untrust-screen;

        }

        security-zone CABLENET {

            host-inbound-traffic {

                system-services {

                    all;

                }

                protocols {

                    all;

                }

            }

            interfaces {

                vlan.825;

                ge-2/0/9.0;

                ge-2/0/10.0;

                ge-2/0/23.0;

            }

        }

        security-zone ISP1 {

            host-inbound-traffic {

                system-services {

                    all;

                }

                protocols {

                    all;

                }

            }

            interfaces {

                ge-0/0/0.0;

            }

        }

        security-zone LAN {

            host-inbound-traffic {

                system-services {

                    all;

                }

                protocols {

                    all;

                }

            }

            interfaces {

                ge-0/0/2.0;

            }

        }

        security-zone ISP2 {

            host-inbound-traffic {

                system-services {

                    all;

                }

                protocols {

                    all;

                }

            }

            interfaces {

                vlan.823;

                ge-2/0/22.0;

            }

        }

        security-zone PUBLICISP1 {

            host-inbound-traffic {

                system-services {

                    all;

                }

                protocols {

                    all;

                }

            }

            interfaces {

                ge-2/0/2.0;

                ge-2/0/3.0;

                ge-2/0/4.0;

                ge-2/0/5.0;

                ge-2/0/6.0;

                ge-2/0/7.0;

                ge-2/0/1.0;

            }

        }

        security-zone WIRELESS {

            host-inbound-traffic {

                system-services {

                    all;

                }

                protocols {

                    all;

                }

            }

            interfaces {

                vlan.824;

                ge-2/0/8.0;

            }

        }

        security-zone undefined;

    }

}

firewall {

    family inet {

        filter FBFwirelles {

            term permit {

                from {

                    destination-address {

                        10.0.0.1/32;

                        122.100.122.0/24;

                        89.114.33.120/30;

                    }

                }

                then accept;

            }

            term toISP2 {

                from {

                    source-address {

                        10.0.0.0/24;

                    }

                }

                then {

                    routing-instance ISP2;

                }

            }

            term accept {

                then accept;

            }

        }

        filter CMTStoISP2 {

            term permit {

                from {

                    destination-address {

                        30.0.0.1/32;

                    }

                }

                then accept;

            }

            term toISP2 {

                from {

                    source-address {

                        10.3.17.0/24;

                    }

                }

                then {

                    routing-instance ISP2;

                }

            }

            term accept {

                then accept;

            }

        }

        filter riISP1 {

            term riISP1 {

                from {

                    destination-address {

                        193.91.231.98/32;

                    }

                }

                then {

                    routing-instance ISP2;

                }

            }

        }

    }

    filter filter-based-forwarding {

        term permit {

            from {

                destination-address {

                    192.168.3.1/32;

                    122.100.122.0/24;

                    10.0.0.0/24;

                }

            }

            then accept;

        }

        term toISP2 {

            from {

                source-address {

                    192.168.3.0/24;

                }

            }

            then {

                routing-instance ISP2;

            }

        }

        term accept {

            then accept;

        }

    }

}

routing-instances {

    ISP2 {

        description route_to_ISP2;

        instance-type forwarding;

        routing-options {

            static {

                route 0.0.0.0/0 next-hop 193.91.231.97;

            }

        }

    }

}

ethernet-switching-options {

    voip;

}

vlans {

    FLEX {

        description FLEX;

        vlan-id 909;

    }

    CABLEnetCMTS {

        description CABLEnetCMTS;

        vlan-id 11;

        l3-interface vlan.825;

    }

    ISP2NET {

        description ISP2NET;

        vlan-id 823;

        l3-interface vlan.823;

    }rou


    WirelessNetwork {

        description WirelessNetwork;

        vlan-id 10;

        l3-interface vlan.824;

    }

}

