Integrating EX switch (authenticator) with Windows Internet Authentication Server, Active Directory, Certificate Server, Domain Name Controller and DHCP Servers.
Topology:
[image: ]
Access Switch:
This switch is configured as authenticator, where all the supplicants are connected.
set protocols dot1x authenticator authentication-profile-name test
set protocols dot1x authenticator interface ge-0/0/10.0 supplicant multiple
set protocols dot1x authenticator interface ge-0/0/10.0 guest-vlan guest
set protocols dot1x authenticator interface ge-0/0/10.0 server-fail vlan-name guest
set protocols dot1x authenticator interface ge-0/0/12.0 supplicant single-secure
set protocols dot1x authenticator interface ge-0/0/12.0 guest-vlan guest
set protocols dot1x authenticator interface ge-0/0/12.0 server-fail vlan-name guest

set access radius-server 10.204.86.89 port 1812
set access radius-server 10.204.86.89 secret "$9$oBZDk5Qnp0I.P0IEcvMaZU"
set access radius-server 10.204.86.89 timeout 30
set access radius-server 10.204.86.89 retry 10
set access profile test authentication-order radius
set access profile test radius authentication-server 10.204.86.89

set vlans data vlan-id 20
set vlans data interface ge-0/0/22.0
set vlans dhcp vlan-id 40
set vlans guest vlan-id 30
set vlans mgmt vlan-id 100
set vlans mgmt l3-interface vlan.100	
set interfaces vlan unit 100 family inet address 100.100.100.1/24    (This is the L3 interface used for routing packets to Servers)

Distribution Switch:

This switch is having the L3 interfaces for Data and Guest vlan.
Helper configuration is made on this switch for forwarding the bootp packets to the DHCP server.
OSPF is configured between the Distribution and Core switch and point to point link between them for routing on 0/0/20.

set vlans data vlan-id 20
set vlans data l3-interface vlan.20
set interfaces vlan unit 20 family inet address 10.10.12.1/24
set vlans guest vlan-id 30
set vlans guest l3-interface vlan.30
set interfaces vlan unit 30 family inet address 10.10.13.1/24
set vlans mgmt vlan-id 100
set vlans mgmt l3-interface vlan.100
set interfaces vlan unit 100 family inet address 100.100.100.2/24
set interfaces ge-0/0/20 unit 0 family inet address 9.9.9.1/30
set vlans dhcp vlan-id 40     (This is the vlan which is used for connecting the Servers, L3 for this is in Core Switch)

set forwarding-options helpers bootp interface vlan.20 server 10.204.86.105
set forwarding-options helpers bootp interface vlan.30 server 10.204.86.105.

set protocols ospf area 0.0.0.0 interface vlan.20
set protocols ospf area 0.0.0.0 interface vlan.30
set protocols ospf area 0.0.0.0 interface vlan.100
set protocols ospf area 0.0.0.0 interface ge-0/0/20.0
 
set routing-options static route 10.204.86.0/24 next-hop 9.9.9.2

Core Switch:

This switch is configured with L3 interface for DHCP vlan.
Point to Point link between Core and Distribution on ge-0/0/20 with OSPF running to route protocols.

set vlans data vlan-id 20
set vlans guest vlan-id 30
set vlans dhcp vlan-id 40     
set vlans dhcp vlan-id 40 l3-interface vlan.40
set interfaces vlan unit 40 family inet address 10.204.86.1/24
set interfaces ge-0/0/20 unit 0 family inet address 9.9.9.2/30

set protocols ospf area 0.0.0.0 interface ge-0/0/20
set protocols ospf area 0.0.0.0 interface vlan.40





Configuring Windows IAS Server  (Windows 2003 Server)

1. Open the IAS Service from Administrative tools and configure Radius Client settings as shown below:

[image: ]

2. We have to create a policy to map users and return attributes as shown below:
[image: ]



3. Click on Edit Profile and go to advanced settings and configure as shown below:
[image: ]

Configuring Certificate Server (Windows 2003 Server)
1. First Install the Certificate Server from Add Remove Windows components.
[image: ]
2. After installation run the Certification Authority from the Administrative tools.
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Configuring Active Directory (Windows 2008 Server)
1. Open Active Directory from Administrative tools
[image: ]
2. Add the users which you want to get authenticated through AD / IAS.
Note: We need to create a domain and then add the users under this domain. All the servers will belong to the same domain for instance “jtac.osabng3.local”.
[image: ]


Configuring DNS Service (Windows 2008 Server)
1. Run the DNS Service from Administrative Tools for the domain jtac.osabng3.local as shown below:
[image: ]
[image: ]

Configuring DHCP Service (Windows 2008 Server)
1. Configure the Pools for Data and Guest Vlan as shown below in the DHCP Server configs:
[image: ]
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image6.png
Bl Adion ew tep

s [@B2 > =

B3 Cortcation Authorty (Local)

0 ooz

Revaked Certficates
Issued Certficates
Pending Requests
Falled Requests.
Certficate Templates

Name

T escrption

Dotz

Certfication Authorty





image7.png
Bl Acion ew tep

I EFIEEE YL 21

T Actve Dectory Users and Compat

T escrption

(] Saved Queries

] Buitin

(1 Computers

(& Domain Controllers

(1 ForeignsscurityPrincipals
(] Managed Service Accounts

1 Users

Name [Tipe
Buitin buitinDomain
(2 Computers Container

(5 Domin Controllers Organizational
(] ForsignsecurityPrincipals. Container

() Managed Servics Accounts Container
Hlusers Container

Default container for upar.
Default cortainer for dom.
Default container for secu
Default cortainer for man.
Default container for upar.





image8.png
Fle Acion Vew Hep

e 2E40(XE = Hm2 &

T Acive Directory Users and Comput
() Saved Queries
1 53 jtac.osabng3 Jocal
1 Buitin
(1 Computers
(& Domain Controllers
(1 ForeignsscurityPrincipals
(] Managed Service Accounts

L Users

Name
Advinistrator

5 Aloned RODC Passhord Fepl
2 cortPblhers

52 Deried RoDC Passverd R
S20cP Acinsiators
S20HcP Users

2 onstins

Lo pdateproxy

52 Domai Adrins

2D Comptrs

52 Domain Contralers
2D Guests

2 Donain sers

2 Enterpris Acins

2 Enterprise Readorly Donain €
2 Group oley restr Ovrers
Laest

L mace

L

2R3 nd 145 Severs

52 Reachonly Domn Controlers
e

52 Schema ks

I e e e
Remote Deskiop Sevices g | PersonalVitualDesklop | COM

Genera| Addess Accoun | Prfe | Telephanes | Oiganiation | MerberOF

Use logon name:

== [teo sosngalocd

User logon name (pre:Windows 2000}

A [raman

Logon Hous. LogOnIo.

T~ Unlock account

Account gptions:

I User mst change password at nest logon
I~ User cannct change password

¥ Passward never expies

T~ Store password using reversible enciyption

- Account expires
& Neyer

© Endot Fidsy . Jup 202012

]

Cox ] ol |

Apply

|_hep





image9.png
Fle Action Vew Hep

e 2EIXDc=HmlE 8

o
3 winmmamome

5 ] Foward Lockup Zones

5 _msdes.ac osabrg3.oca

S

1 Domainorszones
1 Foresonszanes
3 Reverse Lockup Zones
1 Condtiond Forwarders
GobalLogs

Name

Tyee

[eta

[imestamp

_ades
2 _stes

e

e

2 Domainprszanes

2 ForestDnszones

] (same as parent folder)
] same as parent folder)
] same as parent folder)
hurint

] juniper-stesd
Junperpc
isbr-rao0
isba-rao0
rempsT400

S win-Tetigiimdn

Start of Authorty (SOR)
Name Server (N5)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

Host (8)

[702], win-7rtigjsmaimp.eac.
win-7ntigfsmdm. tac osabn.
10.204.86.105
10.204.86.89

1010136

172161614

1010124

1010133

1010134

10.204.86.105

static
static

61812012 3:30:00 P
6/8/2012 4:30:00 PH

6162012 3:30:00 P
6/6/2012 3:30:00 PH

6/5/2012 3:30:00 PH

6162012 :30:00 P
6162012 4:30:00 P
static





image10.png
tac.0sabng3.local Properties. [z1x]

WNS | ZaneTnses | secuiy |
Genenl | Statol Aoty (504) o sevize

To add name servers tothe s, cick Add.

Name servers:

Server Fuly Quaified Domain Name (FIDN)__| IP Address.

i 7B

Add Edit Remove

* tepreserts an P acess retieved s the resut of a DN query and may
ot epresent actua records stored on i server.

Cancel ) Help





image11.png
He | aton tow b
e 2EXE ck=AE
PES Contents o scope Actions
Hore ctions 3

B R ——————
R
=
75} Address Posl

(6 Acchess Loases
5] Reservations
-2, Scope Options
=1 (] Scope [10.10.13.0] quest.
3 Acdhess Pocl
(6 Acchess Loases
(5 Reservations
-2, Scope Options
4 Server Options
& 7 Fiters
3 Alow
Deny
SBre
3 Server Options

Teyddress oo
b addvess Lsses
il Reservations

- scope options





image12.png
Scope [10.

data Proper!

Gereral | DNS | Network cces Ficeston| Advanced

7| e

Scope name:
Stat 1P address:
EndIP address:

Stnet mask:

Lease duration for DHCP clents—————————————————

o012
o0 12. 9
EN Length, 24

& Linted o
Days  Hous  Miutes
E R
© Ulimited
Descypton

Cance

ol





image1.png
core 4200310.209.72:100: 7003
Distribution | 4200-210.209.72.100: 7002
Access 32001 10.209.72.100: 7016
[CHpe
sup sup sup

0/0/10 o012 0/0/16
91:96
o0:

2008 server 10.204.86.105

ons
DHeP
ACTIVE DIRECTORY

2003 server 10.209.72.151

[E—

CERTIACATE SERVER
1nS SERVER




image2.png
Bl Acion ew tep

«- | BA@EXEFR|R

T Cient-vendor

@ intermet utherticaton serviee (Loca) oy Nome [ acress Trotoa
23 RADILS Clerts Fexsan 100.100.100.1 RaDlLs RD1US Standard
3 Remote Access Logging Ex4200 Propert [Z1x]
5 Remote Access Poies
{3 Connection Request Processing Setings |
Friendly name:

Address [P or DNS}
[100100.100.1

1 you ae using remote access poicies based on the client vendor's
stibute, specily the venor of the RADIUS client.

Clentendor: [RADIUS Standerd B

I Request must contain the Message Auhentcatar atibute

‘Shared secret a—
Confim shared secret e

Cancel )





image3.png
Bl Acion ew tep

e | BEXEBR (2] + ¢

5 Remote Acess plces
23 Connection Request Processing

B rrerer e o () = Toer |
{1 RADIUS Clients =7 authenticate 1
{1 Remote Access Logging [authenticate Properties [z]x]

senos |

Speciy the candiions that connection tequests must malch.

Folicy condiions:

Add Edit Remove

1f connection tequests match the candiions specified in ths polcy. the:
ssociated profle willbe applied 1o the connection.

Edit Profe.

Urless individual acoess permissions are specifed inthe user pofie, tis
policy contiols socess o the network.

1f & connection request matches the speciied condiions:
 Dery remote acess permission

& Grantremale aceess permission

Cancel Apply





image4.png
Bl Acion ew tep

e BAE(XEBR[@]+ +
> itermet Authenticaton Service (Loca) Name Toder T
{3 RADIUS Clierts = authenticate 1
{23 Remote Access Logging Profile HE
57 Remote Access Polces
& Comnection Request Processing DiekinConstiints | 1P I k|
Aubentioaton | Encyption Advanced
S S S T e
Attributes:
T Tverdar Tvoke
Tanore User Dl Froparies Mitoso Tue
[ B
Serva Tope RADIUS Standad Fiamed
TunnekMedium-Type: RADIUS Standard 802 (includes all 802
TumePvGopiD  RADIUS Standad 20
TunnelType RADIUS Standard  Virtual LAN [VLAN)

K |
Add Edi Herove

Cancel )





image5.png
[Windows Components Wizard

Windows Components
You can add or remove components o Windows.

To add or remove  component, lck the checkbor. 4 shaded bos means that only
part of the component wil be nstaled. To see whal's included n a companen, cick

Betai.
Components
(S becessors snd Uttes 1545 =
G oplcation Server 33418
T o T 5
) ) E mai Services 1B
71 s e 2amp |

Descipton: Instal a certication authorty (CA) o ssue ceriicates for use with
public key secuty programs.

Tod o pcereaded 1M =
Soca sl e MM e

<Back. New> Concel | Help





